Appendix A: basti on. sysi phus. comConfiguration

/1 Copyright (C) Deer Run Associates, 1998-2001. All rights reserved

/1 naned.conf file for bastion.sysiphus.com
/1 This machine only contains a niniml anmount of DNS info
/1 for external consunption.

options {
directory "/etc/namedb”;
version "like nothing you have ever seen”

all owtransfer { 207.90.181.1; 207.90.181.2; };
allowrecursion { 172.16/16; 207.90.187/24; };

}s

zone "sysi phus. cont' {
type naster;
file "sysiphus. hosts";

}s

zone "187.90. 207.i n-addr. arpa" {
type naster;
file "sysiphus.rev";

}s

/1 naned.ca file available from

/1l ftp://ftp.rs.internic.net/domin/named. ca
zone "." {

type hint;

file "naned.ca";



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; sysiphus. hosts file for bastion. sysiphus.com
; Only contains what the outside world needs to know.

@ I N SQA bastion. sysi phus.com host master. sysi phus.com (
1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS basti on. sysi phus. com
I'N NS ns. | amb. net.
I'N NS ns2. al aneda. net .

; Al mail for sysiphus.comand *.sysi phus.com cones here.

IN MX 10 basti on. sysi phus. com
* IN MX 10 basti on. sysi phus. com
basti on IN A 207.90. 187. 10
ns IN CNAME basti on
mai | IN CNAME basti on
server I'N A 207.90. 187. 100
WWW IN CNANVE server
ftp IN CNAME server



; Copyright (C) Deer Run Associates, 1998-2001. Al rights reserved.

; sysiphus.rev file for bastion.sysiphus.com
; Contains Iimted infornation for external consunption.

@ I N SOA basti on. syS|phus com hostnaster. sysi phus.com (
1996101600 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS basti on. sysi phus. com
I'N NS ns. | amb. net .
I'N NS ns2. al aneda. net .
100 IN PTR server. sysi phus. com
10 IN PTR basti on. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

# mt decl arations for bastion.sysiphus.com
# Make sure this file is in a subdirectory of Sendnmail src/cf
# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")
define( confSMIP_LOG N MSG, "“$j mailer ready at $b')

# No | ocal delivery, especially to pipes!

# Don't allow EXPN and VRFY

#

define( LOCAL_SHELL PATH , “/dev/null")
define( conf PRI VACY_FLAGS', " noexpn, novrfy')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# Enabl e access database but delay all anti-spam checks unti
# after recipient address is received.

#

FEATURE( del ay_checks)

FEATURE( " access_db', “hash -o /etc/mail/access')

# Subscribe to several DNS-based bl acklists maintained by

# ORBS (http://ww. orbs.org/) and MAPS (http://mps.vix.conl).
#

# <<<| MPORTANT>>> The followi ng |ines should be entered into

# the md macro file as a single long Iine, rather than as
# two lines as presented here for readability!!

#

FEATURE(dnsbl, “inputs.orbs.org'

"Rejected - see http://ww. orbs. org/ bl ocked. htm ')
FEATURE(dnsbl, “outputs.orbs.org',

"Rejected - see http://ww. orbs. org/ bl ocked. htm ")
FEATURE( dnsbl, "~ spansource- net bl ocks. orbs. org'

"Rej ected- see http://ww.orbs. org/ bl ocked. htm ')
FEATURE( dnsbl, "~ spansources. orbs.org'

"Rejected - see http://ww. orbs. org/ bl ocked. htm ")

FEATURE(dnsbl, “rel ays. mail - abuse. org',

"Rej ected- see http://ww. nail-abuse.org/rss/")
FEATURE( dnsbl, " bl ackhol es. mai | - abuse. or g’

"Rej ected- see http://ww. nail-abuse.org/rbl/")
FEATURE( dnsbl, “di al ups. nail -abuse. org',

"Rejected - see http://ww. mail -abuse.org/dul/")

| ocal - host-nanmes file contains:
basti on. sysi phus. com

rel ay-domains file contains:
cor p. sysi phus. com
eng. sysi phus. com

{sfo, bos, df w}. eng. sysi phus. com (3 l'ines)

#

#

#

#

#

#

# sysi phus. com
#

#

#

# 172. 16
#

F

EATURE(use cw file)



# All mail for this machine goes to nmmil gate.

# Deliver all other mail (incom ng and outgoing) nornally
#

define( MAIL_HUB', "nail gate.sysiphus.com)

MASQUERADE _AS( sysi phus. com
MAI LER( snt p)



Appendix B: mai | gat e. sysi phus. comConfiguration
/1 Copyright (C) Deer Run Associates, 1998-2001. All rights reserved

/1 *** PLEASE NOTE: This file continues on the next page! ***

/1 naned.conf file for mailgate.cisco.com

/1 This machine is the internal primary DNS server and nail relay.

/1 The machine is also a secondary for internal subdomains and in-addr
/] zones.

/1 W rely on bsation.sysiphus.comto resolve external nanes for us
/1 because we're unable to reach the Internet directly.

options {
directory "/etc/namedb”;
guery-source address * port 53;
forwarders {
207.90. 187. 10;
207.90. 187. 10;

I
forward only;
}s
zone "." {
type hint;
file "nanmed. ca";
}
|/l Zones we're the nmaster for
[/

zone "sysi phus. cont {
type naster;
file "sysiphus. hosts";

}s

zone "16.172.in-addr. arpa" {
type naster;
file "sysiphus.rev";

s

/1 Zones we get from sonmebody el se

/1

zone "corp. sysi phus. com' {
type sl ave;
file "corp-hosts.zone";
masters { 172.16.16.10; };

}s

zone "eng. sysi phus. cont' {
type sl ave;
file "eng-hosts. zone";
masters { 172.16.128.10; };



/1 in-addr.arpa domains we've del egated away but are stil
/'l secondarying for.
/1
zone "16.16.172.in-addr. arpa" {
type sl ave;
file "corp-rev.zone";
masters { 172.16.16.10; };

zone "128.16.172.in-addr. arpa" {
type sl ave;
file "sfo-eng-rev. zone";
masters { 172.16.128.10; };

zone "160.16.172.in-addr. arpa" {
type sl ave;
file "bos-eng-rev. zone";
masters { 172.16.160.10; };

zone "192.16.172.in-addr. arpa" {
type sl ave;
file "df weng-rev. zone";
masters { 172.16.192.10; };



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; sysiphus. hosts file for nuail gate. sysiphus.com
; Root of the internal version of sysiphus.com

@ I N SQA mmai | gat e. sysi phus. com host nast er. sysi phus. com (
1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 mnutes
604800 ; Expire data - 7 days

86400 ) Time to live — 1 day

@

mai | gat e. sysi phus. com

NS mai | hub. cor p. sysi phus. com

NS mai | hub. sf 0. eng. sysi phus. com
NS mai | hub. bos. eng. sysi phus. com
NS

MX

Zz ZZ2Z22Z2Z

mai | hub. df w. eng. sysi phus. com
10 mai | gat e. sysi phus. com

172.16.1.10

172.16.16. 10
172.16.128. 10
172.16. 160. 10
172.16.192. 10

mai | gate

mai | hub. corp
mai | hub. sf 0. eng
mai | hub. bos. eng
mai | hub. df w. eng

N
N
N
N
N

>>>>>



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; sysiphus.rev file for nmil gate.sysiphus.com
; Root of the 16.172.in-addr.arpa domain (i.e. network 172.16.0.0).

@ I N SQA mmai | gat e. sysi phus. com host nast er. sysi phus. com (
1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 mnutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | gat e. sysi phus. com
IN NS mai | hub. cor p. sysi phus. com
I'N NS mai | hub. sf 0. eng. sysi phus. com
I'N NS mai | hub. bos. eng. sysi phus. com
I'N NS mai | hub. df w. eng. sysi phus. com
; Delegate 172.16.16.0 to the corp fol ks
i6 I'N NS mai | hub. cor p. sysi phus. com
I'N NS mai | gat e. sysi phus. com
; Del egate networks for Engineernig
i28 I'N NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | gat e. sysi phus. com
160 IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | gat e. sysi phus. com
192 IN NS mai | hub. df w. eng. sysi phus. com
I'N NS mai | hub. sf 0. eng. sysi phus. com
I'N NS mai | gat e. sysi phus. com

; OCh look! An actual PTR record!

10. 1 I'N PTR mai | gat e. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

# mt declarations for nmil gate.sysiphus.com
# Make sure this file is in a subdirectory of Sendnmail src/cf
# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")

define( confSMIP_LOG N MSG, "“$j mumiler ready at $b')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# | ocal - host - names contai ns "sysi phus.cont (w o quotes) plus any
# virtual domains in virtusertabl e database

#

FEATURE(use_cw file)

FEATURE( pr oni scuous_r el ay)
FEATURE( accept _unqual i fi ed_senders)

# mailertable file should contain

corp. sysi phus. com sntp: nai |l hub. corp. sysi phus. com
eng. sysi phus. com snt p: eng. sysi phus. com

sysi phus. com | ocal :

. snt p: basti on. sysi phus. com

HFHFEH R

FEATURE( nmi l ertable', “dbm-o /etc/mail/nmailertable')
FEATURE( "virtusertable', “dbm-o /etc/mail/virtusertable')

MASQUERADE AS( sysi phus. com
MAI LER( snt p)



Appendix C: mai | hub. cor p. sysi phus. comConfiguration

/1 Copyright (C) Deer Run Associates, 1998-2001. All rights reserved

/1 naned. conf for mail hub. corp. sysi phus. com
/1 Master nanmeserver for corp.sysiphus.comand 16.16.172.i n-addr. ar pa
/1 Also a secondary for sysiphus.com and topl evel in-addr.arpa zone

/1 Can't get to the Internet fromhere so forward queries through
/1 mailgate (mailgate actually ends up talking to bastion)

options {
directory "/etc/namedb”;
forwarders {

172.16. 1. 10;
172.16. 1. 10;
1
forward only;
I
zone "." {
type hint;
file "named. ca";
i

/1 W're the master for these zones.
zone "corp. sysi phus. comt' {

type naster;

file "corp. hosts";

}s

zone "16.16.172.in-addr. arpa" {
type naster;
file "corp.rev";

s

/1 Get these zones from mail gate. sysi phus. com
zone "sysi phus. cont {

type sl ave;

file "sysiphus.zone";

masters { 172.16.1.10; };
i

zone "16.172.in-addr. arpa" {
type sl ave;
file "sysiphus-rev.zone";
masters { 172.16.1.10; };



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; corp.hosts file for mail hub. corp. sysi phus. com
; Contains authoritative information for corp.sysiphus.com zone.

@ |INSOA nmailhub.corp. syS|phus com hostnmaster. corp. sysi phus.com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. cor p. sysi phus. com
IN NS mai | gat e. sysi phus. com
IN MX 10 mai | hub. cor p. sysi phus. com
mai | hub I'N A 172.16.16. 10



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; corp.rev file for mail hub. corp. sysi phus. com
; Contains authoritative info for 172.16.16.0 network

@ |INSOA nmailhub.corp. syS|phus com hostnmaster. corp. sysi phus.com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. cor p. sysi phus. com
IN NS mai | gat e. sysi phus. com
10 IN PTR mai | hub. cor p. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

# mt configuration file for mail hub. corp. sysi phus. com
# Make sure this file is in a subdirectory of Sendnmail src/cf
# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")

define( confSMIP_LOG N MSG, "“$j mumiler ready at $b')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# | ocal - host - names contai ns "corp. sysi phus. cont’ (w o quotes)
#
FEATURE(use_cw file)

FEATURE( pr oni scuous_r el ay)
FEATURE( accept _unqual i fi ed_senders)

# Can't reach the Internet. Bounce non-local nmail to nmil gate.
#
define(” SMART_HOST', "nuil gate. sysiphus.com)

MASQUERADE_AS( cor p. sysi phus. com
MAI LER( snt p)



Appendix D: mai | hub. sf 0. eng. sysi phus. comConfiguration

/1 Copyright (C) Deer Run Associates, 1998-2001. All rights reserved
/1 *** PLEASE NOTE: This file continues on the next page! ***
/1 naned.conf file for mail hub. sfo.eng. sysi phus. com
/1 Master nameserver for eng.sysiphus.comand sfo.eng (plus net 128).
/1 Secondary for many domai ns.
/1l Can't get to the Internet fromhere so forward queries through
/1 mailgate (mailgate actually ends up talking to bastion)
/1
options {
directory "/etc/namedb”;
forwarders { 172.16.1.10; 172.16.1.10; };
forward only;
i
zone "." {
type hint;
file "named. ca";
i
/1 We're the naster for these zones.

zone "eng. sysi phus. cont' {

}s

type naster;
file "eng. hosts";

zone "sfo.eng. sysiphus. cont' {

}

type naster;
file "sfo-eng. hosts";

zone "128.16.172.in-addr. arpa" {

}s
/1

type naster;
file "sfo-eng.rev";

Get these zones from nail gate. sysi phus. com

zone "sysi phus. cont {

}s

type sl ave;
file "sysiphus.zone";
masters { 172.16.1.10; };

zone "16.172.in-addr. arpa" {

b
/1

type sl ave;
file "sysiphus-rev.zone";
masters { 172.16.1.10; };

Get these from ot her Engi neering Zones

zone "bos. eng. sysi phus. cont' {

type sl ave;
file "bos-eng. zone";
masters { 172.16.160.10; };



Zzone

"160. 16.172. i n-addr. arpa" {

type sl ave;
file "bos-eng-rev. zone";
masters { 172.16.160. 10;

"df w. eng. sysi phus. cont' {

type sl ave;
file "dfweng. zone";
masters { 172.16.192. 10;

"192.16.172.in-addr. arpa" {

type sl ave;
file "dfweng-rev. zone";
masters { 172.16.192. 10;



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved

; eng. hosts file for nmail hub. sfo.eng. sysi phus. com
; Authoritative info for eng.sysiphus.com

@I N SQA mai | hub. sfo. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. sf 0. eng. sysi phus. com

IN NS mai | hub. bos. eng. sysi phus. com

IN NS mai | hub. df w. eng. sysi phus. com

I'N NS mai | gat e. sysi phus. com

; Al mail servers are equival ent

' IN MX 10 mai | hub. sf 0. eng. sysi phus. com
IN MX 10 mai | hub. bos. eng. sysi phus. com
I'N MX 10 mai | hub. df w. eng. sysi phus. com

; Del egat e subdonai ns

éfo I'N NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | hub. df w. eng. sysi phus. com
bos IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | hub. bos. eng. sysi phus. com
I'N NS mai | hub. df w. eng. sysi phus. com
df w I'N NS mai | hub. sf 0. eng. sysi phus. com
I'N NS mai | hub. bos. eng. sysi phus. com
I'N NS mai | hub. df w. eng. sysi phus. com

; And sone gl ue. .

mai | hub.sfo IN A 172.16. 128. 10
mai | hub. bos IN A 172. 16. 160. 10
mai | hub. dfw  IN A 172.16. 192. 10



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; sfo-eng. hosts file for nmail hub. sfo. eng. sysi phus. com
; Authoritative info for sfo.eng.sysiphus.com

@I N SQA mai | hub. sfo. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | hub. df w. eng. sysi phus. com
IN MX 10 mai | hub. sf 0. eng. sysi phus. com
mai | hub IN A 172.16.128. 10



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; sfo-eng.rev for mail hub. sfo.eng. sysi phus. com
; Authoritative info for 172.16.128.0 network

@I N SQA mai | hub. sfo. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | gat e. sysi phus. com
10 IN PTR mai | hub. sf 0. eng. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.
# mt configuration file for mail hub. eng. sfo. sysi phus. com

# Make sure this file is in a subdirectory of Sendnmail src/cf

# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")

define( confSMIP_LOG N MSG, "“$j mumiler ready at $b')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# | ocal - host - nanes cont ai ns:

#

# eng. sysi phus. com

# sf 0. eng. sysi phus. com
#

FEATURE(use_cw file)

FEATURE( pr oni scuous_r el ay)
FEATURE( accept _unqual i fi ed_senders)

# Make sure this is one long Iine in the actual file you

# hand to ma!

#

define( ALIAS FILE', “/etc/mail/aliases,/etc/mil/aliases-bos, \
/etc/mail/aliases-dfw,/etc/mail/aliases-nmajordono')

# Can't reach the Internet. Bounce non-local nmail to nmil gate.
#
define(” SMART_HOST', "nmil gate. sysiphus. coni)

MASQUERADE_AS( eng. sysi phus. con)
MAI LER( snt p)



Appendix E: mai | hub. bos. eng. sysi phus. comConfiguration

/1 Copyright (C) Deer Run Associ ates,

/1l nanmed.conf file for

1998- 2001.

All

mai | hub. bos. eng. sysi phus. com
/1 Master nanmeserver for bos.eng.sysiphus.com and net

rights reserved

160

/1 Can't get to the Internet fromhere so forward queries through
/1 via mailhub.sfo --> nmmilgate --> bastion

/1
options {
directory "/etc/namedb";
forward only;
I
zone "." {
type hint;
file "named. ca";
I
/1 Master for these zones
zone "bos. eng. sysi phus. cont' {
type naster;
file "bos-eng. hosts";
i
zone "160. 16.172.i n-addr. arpa"
type naster;
file "bos-eng.rev";
i
/1 Slave for these
zone "eng. sysi phus. cont' {
type sl ave;
file "eng.zone";
masters { 172.16.128. 10;
I
zone "sfo.eng. sysiphus. cont' {
type sl ave;
file "sfo-eng.zone";
masters { 172.16.128. 10;
I
zone "dfw. sysi phus. cont' {

forwarders { 172.16.128.10; 172.16.128.10; };

type sl ave;
file "dfw eng.zone";

masters { 172.16.192. 10;



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; bos-eng. hosts file for mail hub. bos. eng. sysi phus. com
; Authoritative info for bos.eng.sysiphus.com

@I N SQA mai | hub. bos. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | hub. df w. eng. sysi phus. com
IN MX 10 mai | hub. bos. eng. sysi phus. com
mai | hub IN A 172.16. 160. 10



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; bos-eng.rev for mail hub. bos. eng. sysi phus. com
; Authoritative info for 172.16.160.0 network

@I N SQA mai | hub. bos. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | gat e. sysi phus. com
10 IN PTR mai | hub. bos. eng. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.
# mt configuration file for mail hub. eng. bos. sysi phus. com

# Make sure this file is in a subdirectory of Sendnmail src/cf

# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")

define( confSMIP_LOG N MSG, "“$j mumiler ready at $b')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# | ocal - host - nanes cont ai ns:

#

# eng. sysi phus. com

# bos. eng. sysi phus. com
#

FEATURE(use_cw file)

FEATURE( pr oni scuous_r el ay)
FEATURE( accept _unqual i fi ed_senders)

# Make sure this is one long Iine in the actual file you

# hand to ma!

#

define( ALIAS FILE', “/etc/mail/aliases,/etc/mil/aliases-sfo, \
/etc/mail/aliases-dfw, /etc/mail/aliases-Ilistpointers')

# Can't reach the Internet. Bounce non-local nmail to nmil gate.
#
define(” SMART_HOST', "nmil gate. sysiphus. coni)

MASQUERADE_AS( eng. sysi phus. con)
MAI LER( snt p)



Appendix F: mai | hub. df w. eng. sysi phus. comConfiguration

/1 Copyright (C) Deer Run Associ ates,

/1l nanmed.conf file for
!/l WNaster

1998- 2001.

All

mai | hub. df w. eng. sysi phus. com
naneserver for dfw eng.sysiphus.com and net

rights reserved

192

/1 Can't get to the Internet fromhere so forward queries through
/1 via mailhub.sfo --> nmmilgate --> bastion

/1
options {
directory "/etc/namedb";
forward only;
I
zone "." {
type hint;
file "named. ca";
I
/1 Master for these zones
zone "dfw. eng. sysi phus. conf' {
type naster;
file "dfw eng. hosts";
i
zone "192.16.172.in-addr. arpa"
type naster;
file "dfweng.rev";
i
/1 Slave for these
zone "eng. sysi phus. cont' {
type sl ave;
file "eng.zone";
masters { 172.16.128. 10;
I
zone "sfo.eng. sysiphus. cont' {
type sl ave;
file "sfo-eng.zone";
masters { 172.16.128. 10;
I
zone "bos. sysi phus. cont' {

forwarders { 172.16.128.10; 172.16.128.10; };

type sl ave;
file "bos-eng.zone";

masters { 172.16.160. 10;



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; dfweng. hosts file for nmil hub. df w. eng. sysi phus. com
; Authoritative info for dfw eng.sysiphus.com

@I N SQA mai | hub. df w. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver — daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. sf 0. eng. sysi phus. com
IN NS mai | hub. bos. eng. sysi phus. com
IN NS mai | hub. df w. eng. sysi phus. com
IN MX 10 mai | hub. df w. eng. sysi phus. com
mai | hub IN A 172.16.192. 10



; Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.

; dfweng.rev for mail hub. df w. eng. sysi phus. com
; Authoritative info for 172.16.192. 0 network

@I N SQA mai | hub. df w. eng. sysi phus. com host mast er. eng. sysi phus. com (

1998042200 ; Serial - year/nonth/date/revision
86400 ; Refresh fromserver - daily
300 ; Retry after failure - 5 minutes
604800 ; Expire data - 7 days
86400 ) ; Time to live — 1 day
@ IN NS mai | hub. df w. eng. sysi phus. com
IN NS mai | gat e. sysi phus. com
10 IN PTR mai | hub. df w. eng. sysi phus. com



# Copyright (C) Deer Run Associates, 1998-2001. All rights reserved.
# mt configuration file for mail hub. eng. df w. sysi phus. com

# Make sure this file is in a subdirectory of Sendnmail src/cf

# before feeding to mi.

include( ../ mi/ cf.nd")
OSTYPE( “sol ari s2')

define( conf MAX HOP' , " 25'")

define( confSMIP_LOG N MSG, "“$j mumiler ready at $b')
define( conf M ME_FORMAT _ERRORS', " Fal se')

# | ocal - host - nanes cont ai ns:

#

# eng. sysi phus. com

# df w. eng. sysi phus. com
#

FEATURE(use_cw file)

FEATURE( pr oni scuous_r el ay)
FEATURE( accept _unqual i fi ed_senders)

# Make sure this is one long Iine in the actual file you

# hand to ma!

#

define( ALIAS FILE', “/etc/mail/aliases,/etc/mil/aliases-sfo, \
/etc/mail/aliases-bos,/etc/mail/aliases-Ilistpointers')

# Can't reach the Internet. Bounce non-local nmail to nmil gate.
#
define(” SMART_HOST', "nmil gate. sysiphus. coni)

MASQUERADE_AS( eng. sysi phus. con)
MAI LER( snt p)



Appendix G: Complete Source Code for Mail Responder

#! [ usr/ bi n/ perl

# /etc/mail/natabot -- Let people know fol ks have noved on

#

# Copyright (C 1998 Hal Pomeranz, Deer Run Associ ates, hal @eer-run.com
# Al rights reserved. Permission to distribute freely under the sane
# terns as Perl as long as this copyright and all other conments are

# preserved

# How to use this script:

#

# Assum ng user "smth" has changed jobs and is now "smith@ther. org"
# just create an alias:

#

# smth: "|/etc/mail/natabot smnith@ther. org"

#

# The new address argunent is al ways opti onal

$sendmail = '/usr/lib/sendmail’; # path to Sendmmil binary

# Read the first line of the incomng nmessage into @eader. Get the
# return address fromthis first line. Quit silently if we can't

# parse the fromline or if message is from MAI LER- DAEMON (aka '<>').
# Quit noisily if we detect shell netacharacters in the address.

#
$header [ 0] = <STDI N>;
($from = S$header[0] =~ /~From s+(\S+)/;
exit(0)
if (!length($from || $fromeq '<> || $from=~ /mailer-daenon/i);
die "Hostile address: $fromin" if ($from=~/[\\|&]/);

# Now read in the rest of the headers. Quit silently if we find a
# Precedence: header with value junk, list, or bulk. W' ve reached
# the end of the headers when we hit a blank Iine.
#
whil e (<STDI N>) {

last if (/"$/);

if (($prec) = /"Precedence:\s+(\S+)/) {

exit(0) if ($prec =~ /~(junk]|list]|bulk)$/);

}
push( @header, $);



K, time to start sending nmail. Again we try to avoi d people nessing
with shell nmetachars in the $from address by opening a pipe to
Sendnai | the hard way (which doesn't invoke the shell).

Note that we're sending our bounce nmessage from MAI LER- DAEMON.
Theoretically this should mean that any autoresponders that get
our nessage will not generate a nmessage of their own.

HHFEH R

$pid = open(MAIL, "|-");

die "fork() failed: $!'\n" unless (defined($pid));

unl ess ($pid) { # The child executes this block.
exec($sendmail, '-f', '<>', S$from;
die "exec() failed: $!'\n";

}

# If we get here, we're the parent process.

#

# Print sone opening headers (including our own Precedence: header) and
# initial chat into the nessage.

#

print MAIL <<"EOMesg";

From MAI LER- DAEMON

To: $from

Precedence: junk

Subject: FYl -- Invalid Address

You have sent nail to an address which is no |onger valid.
EQOVesg

# |If we have a new address argunent, print that. Then push the headers
# and the rest of the incom ng nessage into the nessage we're sending

# back.

#

print MAIL "The individual's new address is: $ARGV[O]\n" if

(1 engt h($ARGV[ 0]));

print MAIL "\ nYour nessage is returned bel ow for your conveni ence.\n\n";
print MAIL @eader;

print MAIL "\'n";

while (<STDIN>) { print MAIL; }

# Close the pipe to the Sendmail program and exit quietly
#

cl ose(MAIL);

exit(0);



