The Return of
Unix Command-Line Kung Fu

@Hal_Pomeranz
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Who Is Hal Pomeranz?

» Independent consultant

» SANS Faculty Fellow, "oldest" surviving SANS instructor
Author, track lead for Sec506: Linux/Unix Security
Instructor for SANS Forensics classes

» Did | mention the blogs?
commandlinekungfu.com (w/ Ed Skoudis and Tim Medin)

http://blogs.sans.org/computer-forensics/
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Simple Output Redirections

Output one way, errors another:

make >/tmp/build.log 2>/tmp/build.errors

Getting stderr out of your way:

strace vi ~/.bashrc 2>/tmp/strace-output

Output and errors together to the bit bucket:
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Add /dev/tcp/.. Goodness

» Command output to network:

df >/dev/tcp/foo.example.com/9999

» Or a simple port checker:

$ echo >/dev/tcp/127.0.0.1/22

$ echo >/dev/tcp/127.0.0.1/23

bash: connect: Connection refused

bash: /dev/tcp/127.0.0.1/23: Connection refused
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