ANATOMY OF A
FINANCIAL CRIME




pVhere Has Hal Been?

International Cooperation THsrupts Malti-Countey
Cybser Theit Ring

i bk i0, i FRE Rallesial Pevas dHThw

B At

The FI1 amd e in el 8

b

L T i

gy wraie. it =l srpameed cybsrre oprrekon ek m Eoer) eeentriss Bl resdied (e
s ok warreeh swl e

A larrad e THbrd Ferpedi e b By i whes FIH agesih iv Dinahis, Rebewda, wer pietead o
bt Viestig e CACH] bich patmends o b weparsde bl sysrsdis [hisisglel s 1epin|
Hgabri Aot gl rrakded L nape ol e criree @el pafieyed nifh b, sk el e jeiteee,
slerrariar Luk. biwrs, i yirenin i 1 i g s i e Pt Ltk 1k imboe, minl Fae
Virted Kligiduio ba kg thass ireps i lbi 1a frdir

{ asialie Ahdie e v Bk b dad LadliliGah

"HHPPS %& H# $# # #

&

%



0TS of Publicly Available Info

FLEATINET.  FodiGuand Center

llll = r g v e

"H#H$SS #  #& # $
HHESS & #$ ) + - (
"HHSSS % ¥ #



Meet Zeus

e

Hackers lock Zens crimeware kit with
Windows-like anti-piracy tech

Tiae dadiymareed] coined eofeeas ic o pngin PLoceng proserd
AT R

By Ly e

rarnte - T ) yersen of Jesn. @ dc-f- pamasd comewsy bl
rjEsakis jor milkae = ol ¢ Eram oy coonsTern ArE Rardsem
CONE R il ROl By PR Tl T Pt sl I3y hlaveinkg

e T T P

e i n m o g

iy S, a3 b S R TR AR BEy

WSS S ##  #0112013# ( 4 (45 4 $ 4( 4%
46 $4 (4 4 4
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'ﬂWhat Can Attackers Do?




A Typical Theft

_ Security Fix
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A Typical Theft (2)
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