ANATOMY OF A
FINANCIAL CRIME
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Meet Zeus
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Hackers lock Zens crimeware kit with
Windows-like anti-piracy tech
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hhl'{)'_w Computers Are Infected




Alwal Thein ey | Arvierss © Bidally P Lise Pk s | B Sl B Sevia.

meacs penmen Tl Trojen WliRnaies Bank Becuiity Fire

L

<whker hewh the e
B werd Wp Fidow’ Tal barres

o :
Fir ri W
et Tl i Ly Mty T HEE COBFRRN

BH peervend of Tirmes show Zeus Boliel activily
- - B o W T S B

=1 =
bl b e i

ks N 5 ¢ e e rw ey s ———— g
R SR L I B S B BN S L B B Y SRS S R
Sl TR . AT E e e S s e ke = s e | is

e iy

"W $ B % 244" (# H&9 ) ) 1)

"#Ht $ #4¥'1 +3'4)* +"'+7+8 +78



!

‘,Iri‘lrnmlia_teiy Post-Infection
=
[=
[x]




'ﬂWhat Can Attackers Do?




A Typical Theft

_ Security Fix
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A Typical Theft (2)




'._ A Word About Mules




BadiNews for Small Business
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